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Intro to Cybersecurity:
1.1 What is Cybersecurity?

1.2 Online identity.

1.3 Where is your Data?Who collects & sell Dat

1.4 The McCumber Cube.

1.5 Consequences of a security breach with examples.

Cyber Attackers & Cyberwarfare:

2.1 Types of Attackers.

2.2 Internal and External Threats.

2.3 Cyberwarfare.

2.4 Examples of Cyber Warfare Operations.

Cyber Attacks:
3.1 Types of Malware.

3.2 Symptoms of Malware.
3.3 Methods of Infiltration:
3.3.1 Social Engineering.
3.3.2 Address Spoofing.
3.3.3 Password Attacks.

3.3.4 Wi-Fi Attacks.




Protecting Your Devices § Network:
4.1 Protecting your computing devices.
4.2 Wireless network security at home.
4.3 Public Wi-Fi risks.

4.4 Password security.

4.5 Using a passphrase.

Wi-Fi Attacks:

1.1 Cracking WPA2 Handshake using
“aircrack” tool.

1.2 Cracking WPA2 with “hcxtools” and
“hashcat” tool.

1.3 Man-in-The-Middle (MiTM) attack (ARP
Poisoning).

DoS attacks:
2.1 Dos attack over Wi-Fi (De-authenticating a
Wireless host) using “aireplay-ng” tool.
2.2 Dos attack over TCP SYN flood using “hping3” tool.
2.3 Dos attack over UDP, TCP or HTTP using “LOIC” tool.
2.4 Dos attack over web applications (HTTP Post/Get)
using “Switch Blade” tool.
2.5 Dos attack over VolP (SIPP attack) using
“Inviteflood” tool.

Simulating DDoS attacks
using “SimulLTE".




Protecting Your Data:
4.1 Data Maintenance:
4.1.1 What is Encryption?
4.1.2 Back up your data.
4.1.3 How do you delete your data permanently?

4.2 Who owns your data?

4.3 Safeguarding your online privacy:
4.3.1 Two Factor Authentication.
4.3.2 Open Authorization.

4.3.3 Email and web browser privacy.

Network Security Infrastructure:

5.1 Routers.

5.2 Firewalls.

5.3 Intrusion Detection Systems (1DS).
5.4 Intrusion Prevention Systems (IPS).
5.5 Virtual Private Network (VPN).

5.6 Antimalware or Antivirus.
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